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ADVANCING ENTERPRISE SECURITY WITH PRIVILEGED ACCESS 
MANAGEMENT (PAM)
Enterprise IT and security management are broadly dependent on the availability of privileged 
accounts that enable administrators and authorized users to install, configure, monitor, secure, 
and repair the IT systems that are the lifeblood of business operations. Anyone able to attain 
privileged access is granted unfettered access to view and change the company’s most 
sensitive and valuable systems, data, and applications, and governing this access is relegated 
to the practice of privileged access management (PAM). According to EMA primary research, 
79% of organizations consider PAM to be very important or critical to their business operations, 
and the discipline is an essential component of any enterprise security strategy.

Unfortunately, the majority of adopted PAM solutions fail to effectively govern privileged 
account use in modern enterprises. EMA research indicates that 76% of organizations 
experience privileged access policy violations each year, and 60% of these occurrences 
lead directly to business-impacting security breaches.1 With the high failure rate of the most 
commonly adopted approaches, it should be no surprise that 65% of organizations are not 
confident that their current PAM solution is capable of preventing policy violations from 
occurring. Although automated platforms supporting PAM have been on the market for more 
than two decades, less than one third of businesses have actually adopted solutions to date 
and the remainder are relying on basic authentication and password management tools that 
are well-documented to be ineffective.

1  Responsible User Empowerment: Enabling Privileged Access Management (PAM)

http://www.enterprisemanagement.com
https://www.enterprisemanagement.com/research/asset.php/3659/Responsible-User-Empowerment:-Enabling-Privileged-Access-Management-(PAM)
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While most businesses recognize the need to enable better control over privileged account 
use, they are often challenged to make responsible decisions on which types of solutions will 
most effectively meet their organizational requirements. The greatest inhibitor to adopting 
an effective PAM solution is increasing IT complexity. The broader distribution of IT services 
across public cloud and private server environments, the diverse number and types of 
supported endpoints, and accelerating requirements for security and high availability all 
contribute to inhibiting the introduction of processes that centrally govern privileged access. 
Before adopting, organizations must be confident that PAM solutions can be deployed in their 
existing environments without incurring excessive costs, overburdening management teams, 
or disturbing business operations. Additionally, organizations sometimes avoid adopting a PAM 
platform entirely out of reasonable concern that the solution may not actually be used or that 
users will be somehow bypass the solution.

Recognizing that every business has unique requirements for 
enabling privileged access, it is essential that any adopted PAM 
platforms align with existing business requirements, budgets, 
and IT support capabilities. Adopted solutions must also be able 
to evolve and grow to meet changing business requirements. 
This EMA Evaluation Guide is intended to provide actionable 
guidance on the key elements to consider when selecting a 
PAM solution and how to ensure the investment achieves 
organizational requirements for security and usability.

EVALUATING PAM SOLUTIONS
Before investigating specific PAM technologies and solution 
providers, it is important to clearly identify the key criteria that 
will influence purchasing decisions. Here are the key steps that 
should be performed for any PAM solution evaluation.

1. Determine requirements – List, prioritize, and document all 
solution characteristics that are relevant to the business.

2. Identify solutions to evaluate – Review publicly available 
information to identify a shortlist of two to four vendor 
platforms to evaluate. Candidates should be selected 
based on how closely solution features achieve identi-
fied requirements.

3. Conduct a detailed review of solutions – Product reviews 
should include live meetings and demonstrations with 
the vendor, as well as interviews with existing customers.

4. Gradually roll out selected product – After an optimal PAM solution has been identified, 
it should be initially rolled out on a limited basis, providing sufficient time to work out any 
unexpected issues and ensure the platform provides the expected level of support. Once 
confidence in the platform has been achieved, full-scale deployments can be rolled out.  

To assist organizations with initiating the PAM evaluation process, EMA identified key 
considerations that should be included in any solution review. 

Adopted PAM platforms 
should govern all 
privileged access use 
cases active in the 
organization, including:

• Global IT administrator 
access

• OS-level, built-in 
administrator accounts 

• User access to 
business systems

• Public and private 
cloud environments

• Web and SaaS 
applications

• User access to 
specific applications

• Administrator access 
to end-user devices

http://www.enterprisemanagement.com
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ENVIRONMENTAL CONSIDERATIONS
According to EMA primary research, the ability to unify access control across hybrid IT 
ecosystems is most frequently recognized as the highest priority capability among adopters of 
solutions that enable secure access to business IT services.2 The more complex the environment, 
the more challenging the PAM administration and governance tasks. This is especially true 
considering that managing privileged access involves far more than just managing passwords 
and other credentials. An effective PAM solution provides policy-based controls that ensure 
only approved access is granted to IT resources requiring elevated permissions. 

ACCESS DISCOVERY AND MONITORING CONSIDERATIONS
One of the prime functions of any PAM solution is to ensure that holistic visibility into access 
rights is continually performed in order to maintain accountability and rapidly uncover 
vulnerabilities. In an EMA survey, 72% of organizations indicated that the ability to continuously 
monitor for privileged activities is either very or extremely effective for governing privileged 
access.3 Nonetheless, research findings also indicated that 83% of organizations are not fully 
confident that all privileged access accounts and users have been identified. This discrepancy 
occurs because organizations often create privileged accounts far more frequently than 
necessary. In order to avoid systemic user requests, administrators often grant privileged 
access indiscriminately, resulting in a sprawl of privileged accounts. All assets that will require 
management of privileged access must be discovered, inventoried, and stored in a centralized 
data repository that is part of the PAM platform or integrated with the solution. Reports and 
dashboards identifying access events on managed assets should be presented in an easily 
digestible format and alerts should be consumable and actionable by SOC and incident response 
workflows. In addition, the automation of auditing processes will simplify the identification of 
process improvements, potential security vulnerabilities, and overprovisioned access rights.

DEPLOYMENT CONSIDERATIONS
Among organizations that have not yet adopted a PAM platform, the most frequently 
noted detractor is that they viewed solutions as “too complex to implement.”4 Deployment 
considerations should include the determination of the time and effort required to install and 
configure infrastructure and software components, train and hire administrators, and navigate 
corporate change management processes. Platform evaluations should consider how long 
deployments will take and how many support personnel will be required to implement it.

ADMINISTRATION CONSIDERATIONS
On average, it takes administrators nine hours to resolve issues related to a privileged access 
policy violation, so it is essential that adopted platforms simplify management tasks to reduce 
administration burdens. Day-to-day user requests should be automated to enable user 
self-service and automation should be customizable so it aligns with business workflows. 
Ideally, the solution should directly integrate with existing workflow tools. New devices and 
users should be automatically detected and added to PAM processes. Organizations should 
carefully assess the level of automation offered by evaluated PAM solutions in support of 
specific business requirements.

2 EMA Top 3 Report: Ten Priorities for Enabling Secure Access to Enterprise IT Services
3 Responsible User Empowerment: Enabling Privileged Access Management (PA
4 Ibid

http://www.enterprisemanagement.com
https://www.enterprisemanagement.com/research/asset.php/3642/EMA-Top-3-Report:-Ten-Priorities-for-Enabling-Secure-Access-to-Enterprise-IT-Services
https://www.enterprisemanagement.com/research/asset.php/3659/Responsible-User-Empowerment:-Enabling-Privileged-Access-Management-(PAM)
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GROUP ACCOUNT CONSIDERATIONS
On average, 57% of organizations allow multiple users to share the same privileged accounts, 
significantly reducing security effectiveness as authentication is known by a greater number 
of individuals while offering almost no accountability. Solutions should be adopted that ensure 
each privileged user has a unique account. Ideally, the adopted platform will elevate privileges 
of existing user accounts, completely eliminating the need for standing (or “always on”) 
privileged accounts.

PRIVILEGED ACCESS EXPIRATION CONSIDERATIONS
Privileged access sprawl often occurs when users are granted elevated permissions to 
perform a specific task, but retain those privileges indefinitely and utilize them to perform 
unauthorized tasks. Even worse, threat actors may compromise excessive privileges to 
perform unauthorized tasks. Adopted PAM solutions should ensure users are only granted 
privileged access for the time period required to perform authorized tasks and revoke them 
after a predetermined period of time to prevent abuse. In particular, solutions supporting just-
in-time privileged access grants elevated permissions on demand and automatically expires 
them when no longer needed. This supports the Principle of Least Privilege, which postulates 
that users should only be granted the minimum levels of access required to perform their job 
functions. In addition, all access privileges for users and devices should be immediately and 
automatically disabled when they are detected to no longer be associated with the business.

SCALABILITY CONSIDERATIONS
Adopted PAM solutions should be able to grow with the business, expanding to support 
increasing numbers of users, devices, IT services, and different types of workloads (public 
clouds, on-premises servers, etc.). Companies should select PAM solutions that will support 
both current and future business requirements.

http://www.enterprisemanagement.com
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INTEGRATION CONSIDERATIONS
In order to enable holistic visibility and reporting across management services, PAM solutions 
should be adopted that easily integrate with third-party security, service, and systems 
management platforms. Ideally, adopted PAM solutions should offer a full API to ensure 
extensibility of the platform by enabling future integration use cases.

ADOPTING PAM SOLUTIONS TO MEET UNIQUE BUSINESS 
REQUIREMENTS
The prioritization of PAM capabilities differs from business to business. Details surrounding 
the type and structure of the business will substantially affect PAM requirements and the 
determination of optimal solutions. Here are some high-level PAM solution characteristics to 
look for when adopting platforms for different types of business models.

BUSINESS INDUSTRY REQUIREMENTS
Organizations must often meet unique sets of requirements specific to their particular market 
vertical. For instance, healthcare organizations must limit access to patients’ confidential 
medical information in order to meet regulatory compliance requirements for the Health 
Insurance Portability and Accountability Act (HIPAA). Similarly, financial institutions must 
regulate access to bank accounts and records to prevent incidents of fraud and embezzlement. 
PAM solutions should be adopted that optimally address any unique industry requirements.

http://www.enterprisemanagement.com
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ORGANIZATIONAL SIZE REQUIREMENTS
The size of the business is often determined by the number of employees, but may also be 
determined by revenue streams or the amount of physically or virtually managed infrastructure 
components. PAM requirements can be substantially affected by organization size. Here are 
some examples of features to prioritize based on organizational size:

• Small Businesses – Organizations with fewer than 1,000 employees are required to meet 
the same security requirements of their larger competitors, but with far fewer support 
personnel and limited budgets. Often, administrators are required to “wear many hats” to 
meet multiple essential IT requirements. An optimal PAM solution for this demographic will 
simplify administration tasks with automation. Adopted tools should be intuitive to manage 
without having to make additional investments in service management and support 
personnel. Solutions should also not require downtime or a refocus of management efforts 
in order to perform upgrades, configuration changes, or policy tunings.

• Medium Businesses – While the support stacks for businesses with between 1,000 and 
10,000 employees are typically larger than those found in small businesses, they frequently 
maintain an even lower ratio of administrators to users. At the same time, the number of 
privileged access use cases are often higher as IT services are distributed across complex 
public and private hosting environments. To meet organizational requirements, businesses 
in this demographic should prioritize solutions that unify PAM administration into a single 
centralized platform. Administration is further simplified with solutions that automate 
onboarding and offboarding of users and devices, as well as including user self-service 
features to minimize day-to-day administration tasks. Additionally, just-in-time privileged 
access capabilities are essential to limiting privileged access to just performing approved 
tasks in the approved timeframes.

• Large Businesses – Most large businesses (with greater than 10,000 employees) are 
distributed over numerous physical locations. Individual business units often maintain their 
own IT support staff and establish independent privileged access policies, processes, and 
tools. Organizations of this size should implement a unified PAM solution that will centrally 
govern privileged access for all business operations. Adopted platforms must be able to 
operate at scale in order to ensure consistency is maintained across all locations and 
business units. The holistic visibility provided by a unified solution will also provide the 
essential auditing and reporting capabilities that will enable IT managers to continuously 
address any issues or incidents of non-compliance. Since large businesses frequently 
utilize a proportionally greater number of third-party security solutions, direct integrations 
and API support are particularly important for this demographic.

http://www.enterprisemanagement.com
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INFRASTRUCTURE REQUIREMENTS
The size and complexity of IT infrastructures can have a dramatic effect on the scope of PAM 
requirements and their manageability. In particular, the degree of decentralization of IT (i.e., how 
much has been transitioned to public cloud environments) will affect how PAM is implemented 
enterprise-wide. Departments or individual workers may utilize privileged accounts on resources 
that are unknown and unmanaged by enterprise IT support teams. Organizations managing complex 
IT infrastructure must ensure adopted PAM solutions provide centralized policy management, 
enforcement, and visibility across all supported IT resources, regardless of their locations.

USER REQUIREMENTS
Different types of users require different PAM functionality. For example, IT administrators 
require solutions that eliminate the need for shared group accounts and should be able to 
record privileged sessions to assist with training and provide accountability. Non-administrators 
who legitimately require privileged access on business systems should have their privileged 
access limited to just specific software or hardware elements, and should have privileges 
automatically disabled when they are no longer required. Similar requirements also pertain to 
users who require elevated privileges on their personal device (e.g., PC, laptop, etc.). No end 
user should be permitted to perform tasks as an “administrator” and any standing privileges 
should be detected and eliminated. In support of non-administrators, solutions should also be 
easy and intuitive to initiate and use. 

MEETING PAM REQUIREMENTS WITH REMEDIANT
As an example of a PAM platform designed to meet a broad range of unique business 
requirements, Remediant SecureONE delivers centralized management of the most essential 
privileged access functionality. The solution is delivered as a virtual or physical appliance 
that provides privileged access without vaults and without sharing accounts. Managed 
devices are onboarded agentlessly for easy deployment and expandability. Delivering just-
in-time and just-enough access controls, SecureONE continuously scans for privileged 
access across complex IT ecosystems to provide instantaneous visibility and response. Users’ 
existing account privileges are elevated upon request and demoted back to standard after 
a predetermined amount of time, eliminating the need for standing privileges while enabling 
organizations to embrace a “least privileged” approach. Remediant’s solution integrates with 
third-party security platforms (such as Splunk and other SIEMs) and includes a robust API to 
achieve broad extensibility. Remediant offers a free “try before you buy” service that allows 
organizations to review access and test the solution with existing access controls to ensure 
they will meet any unique requirements and priorities.

http://www.enterprisemanagement.com
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EMA PERSPECTIVE
Few security investments rise to the level of importance of establishing control over privileged 
access. When privileged access policies are violated, all other enterprise security processes 
are likewise compromised. Selecting the most effective PAM solution to meet an organization’s 
unique requirements is one of the most significant responsibilities of security management. 
Unfortunately, IT managers are often frozen into complacency with settling for ineffective and 
vulnerable privileged access approaches, such as basic password and identity management 
tools. Marketing doubletalk can often confuse IT and security managers into believing 
privileged access controls are not essential, and the most effective solutions are sometimes 
dismissed because they are viewed as too complicated or time-consuming. Additionally, 
many organizations are reluctant to replace existing, though inadequate, PAM solutions out of 
concerns it will require too much effort to implement.

In truth, modern PAM solutions offer among the greatest returns on investments in regard to 
improving security effectiveness. PAM platforms, particularly those employing just-in-time 
and just-enough management, ensure authorized privileged access is controlled, monitored, 
and never abused without inhibiting appropriate business 
activities. It is important to note that some legacy security 
vendors are now offering solutions with similar capabilities, but 
that only support shared accounts. Caution is warranted when 
reviewing these solutions because they do not adhere to 
single-identity principles and therefore cannot be considered 
true just-in-time PAM solutions. Premium PAM solutions 
that do meet modern business requirements, however, will 
significantly reduce management efforts and related costs. 
This fact is corroborated by 93% of EMA survey respondents 
who indicated that the adoption of a PAM platform resulted in 
quantifiable cost savings to their organization. 

EMA recommends that organizations of any size and type adopt a PAM platform, such as 
Remediant SecureONE, that effectively limits the use of elevated privileges to only performing 
business-required tasks and only during the time they are required.

ABOUT REMEDIANT
San Francisco-based Remediant is disrupting the Privileged Access Management (PAM) 
market by taking a laser-focused approach to removing the biggest undiscovered security 
risk: (24x7 / always on / persistent) administrator (rights / privileges / access) on the network. 
Built upon the principle of Zero Standing Privilege, Remediant’s award-winning SecureONE 
PAM software delivers just-enough, just-in-time privileged access and continuous discovery 
with agentless, vaultless simplicity. SecureONE protects millions of endpoints and has been 
adopted by major enterprises across a number of industries. For more information, please visit: 
https://www.remediant.com.

In truth, modern PAM 
solutions offer among 
the greatest returns on 
investments in regard 
to improving security 
effectiveness.

http://www.enterprisemanagement.com
https://www.remediant.com


About Enterprise Management Associates, Inc.
Founded in 1996, Enterprise Management Associates (EMA) is a leading industry analyst firm that provides deep insight 
across the full spectrum of IT and data management technologies. EMA analysts leverage a unique combination of 
practical experience, insight into industry best practices, and in-depth knowledge of current and planned vendor 
solutions to help EMA’s clients achieve their goals. Learn more about EMA research, analysis, and consulting 
services for enterprise line of business users, IT professionals and IT vendors at www.enterprisemanagement.com or  
blogs.enterprisemanagement.com. You can also follow EMA on Twitter, Facebook or LinkedIn. 

This report in whole or in part may not be duplicated, reproduced, stored in a retrieval system or retransmitted without prior 
written permission of Enterprise Management Associates, Inc. All opinions and estimates herein constitute our judgement 
as of this date and are subject to change without notice. Product names mentioned herein may be trademarks and/or 
registered trademarks of their respective companies. “EMA” and “Enterprise Management Associates” are trademarks of 
Enterprise Management Associates, Inc. in the United States and other countries.

©2020 Enterprise Management Associates, Inc. All Rights Reserved. EMA™, ENTERPRISE MANAGEMENT ASSOCIATES®, 
and the mobius symbol are registered trademarks or common-law trademarks of Enterprise Management Associates, Inc. 
 
Corporate Headquarters: 
1995 North 57th Court, Suite 120 
Boulder, CO 80301 
Phone: +1 303.543.9500 
www.enterprisemanagement.com
3988.081120

http://www.enterprisemanagement.com
http://blogs.enterprisemanagement.com/
http://twitter.com/ema_research
https://www.facebook.com/enterprisemanagementassociates
http://www.linkedin.com/company/25620
http://www.enterprisemanagement.com

