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Introduction

As a response to the current health crisis, companies are directing any employees who 
can to work from home. This inversion of the normal flow of information from inside-out to 
outside-in will strain traditional VPN-based remote access to the breaking point for many 
organizations, making the provisioning and scaling of remote access a bigger challenge 
than ever before. 

Remote access to company resources has been a given in the digital economy for some 
time now. As the technology, security, or network manager, it has always been up to you 
to make remote access work, including building the secure and performant infrastructure, 
implementing the procedures, training workers and taking support calls when things go 
wrong. With workloads moving to the cloud, the rise of independent contractors and 
freelancers, and outsourcing, legacy planning assumptions for scaling and performance 
were already being up-ended. The bottom line: requests for network IT service and 
support for access to internal company services or cloud-based tools have been growing 
persistently for some time, all requiring additional bandwidth and expanded VPN 
capabilities.

As if it wasn’t tough enough already to support your organization’s remote access needs, 
now this – COVID-19 – the novel coronavirus pandemic that is driving the need for “social 
distancing” through rapid (weeks not months) expansion of distributed computing and 
remote access.

According to a recent survey by VoIP provider 8x8, 44% of consumers with full-time jobs 
have already seen coronavirus impact the way they do business, 55% have canceled travel 
plans or in-person meetings, and 40% are increasing videoconferencing use. ¹
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Remote access provision is a must to 
keep people both safe and productive. 
According to several studies, the majority 
of company computing workloads will be 
in the cloud by the end of 2020  ²,³. While 
you have successfully solved for the ever-
growing Internet speeds required to reach 
cloud systems from inside a corporate 
network, pervasive remote access presents 
new challenges in network and application 
performance as well as the security of users 
and corporate assets.

For remote users to gain secure access to 
cloud services via VPN connectivity, the 
user connects to the corporate VPN and 
then connects to the cloud service. Routing 
network traffic from the Internet to the 
corporate local area network for security 
enforcement and then back out to the 
Internet is not efficient or sustainable. The 
data center is no longer the center of the 
computing infrastructure, and it is therefore 
no longer the hub where security can be 
applied. Security must move to where 
the work is being performed – via secure 
access at the network edge where the user 
is interacting with the corporate system, 
regardless of where this resides.

And remember, it’s not just your workforce 
you have to enable, secure, manage and 
support. Your entire business supply chain 
is likely affected as your suppliers move to 
working from home as well. With central 
offices and data centers where security 
controls and network are concentrated 
becoming irrelevant, your employees 
may need to connect directly to supplier 
services, and vice versa – completely 
rendering useless both your and your 
supplier’s user and data security models. 

Are you ready for a sudden explosion 
of distributed traffic and remote access 
management duties and costs?

Can your circuits handle the traffic burst 
from this sudden surge in remote access? 
Perhaps your office or data center network 
can be upgraded to handle Gigabyte per 
second traffic, but can your firewall/VPN 
server handle it when you suddenly have 
10s, 100s, or even 1000s (depending on 
your company size) more workers accessing 
services on the Internet and downloading 
data, all by hair-pinning traffic back through 
your company network and firewall? Can 
your network rapidly shift and scale to meet 
these distributed access and user quality-of-
experience requirements?

Can your IT department provision and 
secure company PCs for all of the remote 
workers? If you are like most companies, 
only dedicated remote employees have 
company-owned and managed laptops that 
they can go home with. As you move all 
employees out, do you have the capacity to 
rapidly acquire, configure and manage PCs 
or laptops for everyone? Most likely, you 
will have to rely on your employees to use 
their personal devices, over which you have 
no visibility or control.

These remote access scenarios call for 
smarter and future-proof remote access 
orchestration that can adapt to dynamic 
users and workloads. Static firewall and 
VPN systems can’t handle the surge. 
You are either planning for peak, leaving 
precious working capital stranded in unused 
infrastructure, or you are frustrating your 
users with poor performance during peaks, 
incenting them to bypass security controls 
“just” to get their jobs done. 
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While the inversion of network traffic is nothing new, protecting the healthcare system 
and your workers from the effects of COVID-19 will severely aggravate the shortcomings 
of most VPN-based traditional remote access infrastructures. How are you preparing to 
keep your workforce healthy and productive? What can you do to ensure a healthy digital 
network and security perspective that will pivot to meet evolving future threats?

In this white paper, we explore the drivers to remote access, telecommuting, and network 
agility, and prescribe the OPAQ secure access service edge (SASE), which is a platform that 
provides secure, agile and performant remote, Internet and cloud access for all employees.
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Securing a growing 
distributed workforce

“We have seen a flurry of 
activity around companies 
planning to move all or 
some of their employees to 
a remote work environment,” 
said David Lewis, CEO of 
U.S. HR consulting firm, 
Operations, Inc., in an 
advisory to clients and 
subscribers. Amazon, JP 
Morgan Chase, and Google 
are just a few of the latest 
companies to ask North 
American employees to work 
from home. The workplace 
model is shifting to home 
offices in other affected 
countries, such as China and 
Italy, as well.

Lewis said a number of 
companies are learning that 
their VPNs cannot support the 
volume of employees they 
plan to have accessing their 
servers remotely. He said the 
remote access shift is causing 
similar capacity related issues 

related to conference call 
lines, videoconferencing 
platforms, and other 
telephony systems.

He advises a complete review 
of what employees will need 
from both an equipment 
and managerial standpoint 
to effectively operate on a 
remote basis. It is important 
to stress-test your systems 
and infrastructure that 
support remote connectivity 
before moving your entire 
company to a remote work 
arrangement, Lewis added.

For starters, whether in the 
office or working remotely, 
employees and business 
partners need access to 
company systems and data. 
Because of the move to cloud 
computing, we no longer 
live in a world with remote 
employees or third-party 
business partners primarily 

Digitally transformative 
factors are driving 
increased demand 
for remote access 
and telecommuting. 
COVID-19 makes it 
abundantly clear why 
remote access solutions 
that are agile, scalable 
and performant are vital.
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reaching into our data center. Rather, more resources are cloud-based, residing outside your 
direct visibility and control. Furthermore, changing the behavior of the Internet generation – 
the modern workforce that has been conditioned from the start to use cloud services without 
company intervention – is a near futile endeavor. In our modern reality where data is in the cloud 
and workers are wherever they want to be, how do companies maintain visibility and security of 
who has access to company assets, from where, and using which devices? 

Are ‘bring your own devices’ (BYODs) vastly under-protected, opening the doors for more virtual 
types of viral infection? The security of the endpoints is of particular concern. Maybe it’s someone 
who is not updating his or her smartphone or laptop software regularly; someone who is careless 
in what they install, or in the sites they connect to. Each device owned by one of your mobile 
or remote users that is not secured and monitored to corporate security standards presents a 
weakness attackers may exploit. And attackers know that the rapid expansion of remote work in 
response to COVID-19 creates these vulnerabilities.

Think about the current remote small office or home offices (SOHOs). SOHOs and mobile 
employee workstations consist of affordable, consumer-oriented network equipment (often 
BYOD) and security software, all of which is not as sophisticated, protectable and secure as the 
computing tools in corporate offices. Many IT departments, smaller offices, and remote workers 
are dependent on public Wi-Fi, inexpensive home-based routers, iffy corporate VPN use, and 
basic-AV-protected computers to protect their confidential internal and customer data at the 
edge.

Overall, improvements in network and Internet security have pushed cyber-attacks out to 
individual users, primarily targeting them and their workstations in the hope of gaining a 
beachhead into the corporate environment. User phishing, malware and ransomware remain 
tried and true tactics, figuring in more than 90 percent of attacks. Once a beachhead has been 
established, malware can spread laterally. This is a malicious hacker’s coup de grace. Many 
organizations are vigilant about protecting their networks and data centers from outside-in 
(north-south) attacks, but often lack sufficient security mechanisms to stop lateral (east-west) 
spreading once a breach has occurred. 
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In the next two sections we discuss the risks a poorly performing remote access 
infrastructure presents and the SASE solution, which integrates network and security in a 
way to alleviate the challenges presented.
 
This guide also offers eight steps toward being able to secure your mobile employees 
and remote workstations wherever they go, allowing your people to be productive with 
significantly reduced risk of compromising the organization’s systems.

• Unknowingly downloading and installing software that contains malware.

• Accessing unsecure Wi-Fi, or failing to authenticate through the corporate 
VPN while working from home, in a hotel, or coffee shop.

• Directly accessing SaaS applications in the cloud beyond the visibility and 
control of corporate IT/security, leaving the company blind to any risks of 
intrusion or exfiltration of sensitive data.

• Plugging into public charging stations, or attaching untrusted devices 
including other computers, flash drives and USB ports.

An estimated 63 percent of U.S. companies have remote workers ⁴. These remote workers are 
more susceptible to cyber risks than their non-remote peers who are connected to the core 
network and firewall. Common behaviors that put remote workers at risk include:
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Physical virus 
exposure mitigated 
via remote access; 
but virtual threat to 
performance and 
security increases
Although social distancing 
helps to reduce the risk of em-
ployees contracting COVID-19, 
it may open the door to 
viral threats that are cyber in 
nature. You need to ensure 
that information continues to 
be shared in a collaborative 
way and that work gets done. 
However, the security you 
impose cannot become the 
enemy of productivity, or us-
ers will find ways around your 
security controls.

Traditional VPN-based re-
mote access solutions have 
the potential to create strong 
security, but only if they are 
configured to force all access 
to all company assets through 
them, including internal and 
cloud-based external systems.

The practice of routing Inter-
net access through a corporate 
VPN is called “backhauling” or 
“hair-pinning,” alluding to the 
notion that you are hauling the 
traffic from the Internet back 
to the corporate network, for 
your firewall to inspect it, and 
hair-pin turning it around and 
sending it right back out to its 
destination somewhere in a 
cloud via the Internet. This is a 
legacy configuration that has its 
origins in the moat-and-castle 
model of yesterday’s computing 
environment, where company 
data and systems were predom-
inantly kept in corporate offices 
and data centers, guarded by 
a perimeter firewall that often 
also did double duty as the VPN 
access point.
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Network performance is critical to maintaining both your digital business operations and 
employee productivity. Backhauling traffic more than doubles your network bandwidth 
requirements and corresponding firewall and VPN capacity needs – especially when you 
consider that you will want remote workers, who are frequently using a personal PC, to 
stay on your VPN as much as possible (preferably all of the time). As soon as a PC that was 
used to access company data and systems disconnects from the VPN, you lose all visibility 
as to any risky activities that PC is engaged in. With that PC always on your VPN, you know 
the users are going to do regular activities such as gaming and movies that will crush your 
company Internet connection, firewall and VPN. Simply put, you can’t continue to backhaul 
traffic to your data center in order to apply network and security policy to the traffic and 
payload. User experience will suffer at the same time as digital business operations slow to 
a crawl. 

Are you confident that your current remote access solution’s performance will scale? What 
if your circuits can’t handle the traffic burst from this surge in remote access? If you are like 
most companies, you have contracted for business-grade Internet that is loaded less than 
50% during normal operations, and you have designed your firewall and VPN applications 
to match. If that is with 30% of your workforce remote, imagine what will happen when 
nearly 100% are hitting your network with double-round-trip traffic, video/voice/web 
conferencing and non-company high-bandwidth network load. Can your largely static 
security appliances keep up? Can you afford to upgrade your circuits and equipment for 
peak-demand as projected three-to-five years into the future?
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Secure access service edge 
(SASE) fits the bill for growing 
remote access requirements

Security at the new network edge must to be ubiquitous and invisible while accessing public 
information. When access to business data is needed, elevated security controls are enforced in 
accordance with the sensitivity of the data and the profile of the user – also known as the zero trust 
model.

How can you keep remote users, their equipment, and your data and applications safe regardless 
of where they reside or from where they are being accessed, without sacrificing performance? 

A SASE platform converges network and security service and protects users and your company 
where they require access – at the network edge. By converging network with security, SASE not 
only provides security at scale, it does so while reducing complexity by moving to a single provider 
that provides an integrated network and security platform. Security at the edge is always-on and 
gives you stronger, more nuanced controls and enhanced visibility at the point of access. No more 
wondering if your workforce with its BYODs is signing into your corporate VPN before access cloud 
applications. Concerns about sudden unexpected traffic spikes overloading network choke points 
are greatly eliminated as traffic is no longer being backhauled to a far-away firewall. 

To meet the demands of remote work in modern digital business, 
you need a new kind of remote access solution – one that is both 
agile and secure. You must accommodate direct-to-destination 
traffic patterns while maintaining visibility and security. The service 
interface (edge) of your network to the user is no longer the data 
center perimeter, it is the Internet itself. Providing a performant, agile 
and secure service edge requires that the security inspection moves 
to the user session. Payload is no longer routed to the firewall, the 
firewall exists, in-line, everywhere the user accesses the Internet and 
everywhere their destinations reside. 
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The Hallmarks of SASE are:

• Greater processing capabilities, performance and security at the edge of 
your network, which eliminate the cost of backhaul. 

• Zero trust access to corporate and cloud assets via an advanced network and 
security platform delivered in agile fashion across the enterprise.

• Segmentation of traffic, with on-demand private enterprise data access 
via single sign-on (SSO), multifactor authentication (MFA), and always-on 
protection for remote employees surfing the Web or even while on public 
Wi-Fi. 

• Instantly scalable solution, from five users to 5,000, without requiring 
hardware or software deployment.

SASE is digital transformation in a security and network architectural nutshell. 

True SASE exists in the atmosphere between the clouds – public, private or any flavor of “as a 
service.” It is an Internet service provider with high performance network connectivity to any 
number of the major content and service providers as well as the hyperscalers such as Amazon 
Web Services, Microsoft Azure, and the Google Compute Platform. This provides the edge for 
any point of access, and secure pre-existing network, cloud or service your company uses, while 
avoiding congestion and supply chain slowdown. SASE represents a future-proof network security 
architecture that can drive competitive advantage. You can orchestrate your network and security 
across the rapidly shifting business operational or strategic playing field.
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How OPAQ delivers SASE

The OPAQ platform consists of the core SASE components required to protect your digital business 
transformation investment: 

• Secure Web Gateways (SWG)
• Firewall-as-a-Service (FWaaS)
• Advanced Endpoint Protection and Network Microsegmentation
• Zero Trust Architecture
• Cloud Access Security

To guarantee the highest performance to clients, OPAQ operates its own global IP backbone 
(AS25885) with network pods at the world’s top carrier hotels and works with the world’s largest IP 
transit providers. We utilize the most network-dense data centers in the world, providing multiple 
options for interconnection, network resiliency and low-latency connectivity to customers. 
OPAQ blends multiple high-performance transit providers with more than 150 private peering 
relationships that OPAQ has established with major providers such as Google, Apple, Amazon, 
Netflix, Akamai, and many others. OPAQ customer traffic is always on the express lane directly to its 
intended destination. 

With OPAQ, when you send your workers home to guard their health from COVID-19, we are always 
there to keep them and you safe from cybersecurity threats, without negative performance or 
unnecessary cost implications. 

What you can do quickly and continuously to protect the new network edge?
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Eight Steps to Securing Remote Workers
 — From the  SASE Cloud

1) Understand how your network devices and assets communicate. Administer smart security 
policy as you orchestrate traffic in dynamic and optimal ways including software-defined network 
management. With the OPAQ SASE cloud, more than 60 percent of your traffic never even 
touches the Internet; it stays on the OPAQ private network, which is among the top 8% most 
interconnected, logical networks in the world.

2) Secure the endpoint. Mobile devices can be lost or stolen. Equip your authentic users with not 
only antivirus and antispyware, but also multiple-factor authentication so employee and company 
data won’t easily be exploited.

3) Encrypt all data on the device’s disk and across the WAN at large. Don’t let it get intercepted and 
translated easily.

4) Identify traffic at an advanced application level. Ensure you have protection and processes 
against suspicious macro enablement, file-less malware threats, and distributed denial-of service 
(DDoS) inlets, especially as you leverage cloud-based communication and collaboration apps.

5) Back up data and not in just one piece of hardware or a software system. The cloud makes this 
both affordable and achievable so a single cyberattack does not wipe out or try to ransom back 
possession of user/company data.

6) Get ahead of vulnerabilities, and disable unneeded services which are easier for hackers to 
exploit. Automatically update antivirus, anti- spyware and intrusion prevention from the cloud via 
centrally orchestrated service management policy.

7) Minimize or prevent the control system from being RDP enabled. If you’re managing peer-to-
peer architectures, advanced security processes are especially critical. Make sure RDP transactions 
are smartly filtered and logged to identify suspicious activity.

8) Segment your network. Microsegmentation, the ability to control network traffic in a policy- 
driven manner, enables you to secure traffic and attachments from workstation to workstation, 
workstation to server, and server to server. The biggest need for this microsegmentation capability 
is to prevent lateral east-west movement of suspicious traffic and to reduce attack surface.
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Push your policy for secure collaboration out into the 
new frontiers and to every device. In this shift from 
traditional enterprise IT architectural boundaries, 
end users can access enterprise IT resources 
and other applications over the public Internet 
without having their traffic backhauled over a VPN.

The secure access service edge (SASE) is the best way to 
get these people and remote devices collaborating and 
adding value in days, instead of waiting on expensive 
hardware reconfiguration to protect all endpoints.
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CONCLUSION
The COVID-19 pandemic is the latest, and certainly the most acute, driver for telecommuting and 
remote access in the workplace and across the supply chain. Fighting the spread of viruses, both 
physical and virtual, requires that we stop them at the edge and keep them from propagating. For 
COVID-19, health officials recommend that you wash your hands, wipe down any surfaces that are 
touched, and that you keep a social distance. Using SASE, you can stop cyber threats similarly by 
keeping your endpoint and connection clean and segregated from other users and devices. 

Remote and mobile devices, whether company-issued or BYOD, often are shielded by little more 
than antivirus protection, which blocks only some known viruses and signatures and almost never 
the newest forms of malware and ransomware. Best practice is to add a next-generation firewall 
protection to anti-virus; however, backhauling your Internet-destined traffic to the core network 
for security inspection using a VPN is inefficient, expensive, complex and incomplete, and it will 
most certainly affect the user’s quality of experience.

Using a SASE platform to defend your endpoints at the network edge gives you highly-performant, 
always-on protection for all your assets, users and devices, regardless where they are working 
or what they are accessing. Say goodbye to inflexible firewall, VPN and network infrastructure. 
OPAQ SASE is always available and up to date, adapting to the latest security tactics and business 
requirements, and it is ready to be deployed for all your users at the click of the mouse. 

When unpredictability such as COVID-19 hits, be among those who are prepared to keep the 
business prospering securely while meeting the expectations of physical social distancing of your 
workforce. OPAQ delivers rapidly for the organizational need to shift and scale as you orchestrate 
remote access security.
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OPAQ is the premier networking and security 
cloud company. The OPAQ cloud is a secure 
access service edge (SASE) platform that protects 
an organization’s entire distributed network – 
data centers, branch offices, remote users, and 
IoT devices across all ports and protocols. OPAQ 
delivers zero trust security-as-a-service using 
an infrastructure optimized for security and 
hyperscale performance. With OPAQ, organizations 
can implement and enforce consistent zero trust 
security policies, centrally monitor network and 
security performance, generate reports, and 
manage security infrastructure – all through a 
single cloud console. This enables customers to 
maintain secure access to systems and data no 
matter how the network evolves. To learn more, 
visit www.opaq.com.
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